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1
Decision/action requested

This contribution proposes to remove a redundant Editor’s Note from key issue#4.1
2
References

[1]


3GPP TS 33.846 v0.6.0
3
Rationale

For key issue #4.1, a reference was added but the Editor’s Note was not removed. This contribution proposes a pCR to remove the Editor’s Note.
4
Detailed proposal

It is proposed that SA3 include the below pCR for inclusion into the TR [1]. 
**** START OF CHANGES ****

5.4
Key issues on re-synchronisation in AKA

5.4.1
Key Issue #4.1: Protection of SQN during AKA re-synchronisations

5.4.1.1
Key issue details

The freshness parameter for the calculation of AK (the keystream that protects the SQN returned to the network) during a re-synchronisation in AKA is the random number RAND from the challenge. An attacker can force the re-use of RAND and hence the keystream AK may be used multiple times to protect different SQNs [4]. The attacker could leverage the feedback from the network side and conduct an activity monitoring attack to break subscribers’ privacy. It is preferable to avoid such keystream re-use. 

5.4.1.2
Security threats

The re-use of key stream allows an attacker to obtain the XORes value between two different SQNs. It has been shown in [4] how this property in conjunction with issuing fresh challenges can enable an attacker to estimate the least significant bits of SQN. Hence some information about SQN can leak despite the encryption of SQN, which lead to the privacy leakage of the subscribers.


5.4.1.3
Potential security requirements

The protection of SQN during AKA re-synchronisations should prevent the information leakage of SQN values.

**** END OF CHANGES ****

